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Overview 
 
2sms allows enterprise customers to access 2sms systems systems using their 
organizations own security credentials. This document explains how to do the one time 
set-up in order to configure your organization’s access to the 2sms online portal. 
 
 
Scope  
  
The purpose of this document is to explain how to setup single sign on and SCIM 
synchronization.  
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Setup 2sms portal on Azure Active Directory  
  

1. Login to the Azure portal.  
2. Browse to Azure active directory.  
3. Click on “Enterprise Applications” link.  

  

  
  
    

4. Click on the “New application” button.  
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5. Click on the “Non-gallery application” button.  
  

  
  

6. Enter “2sms Portal” into the name text box.  
  

  
  

7. Click on the “Add” button.  
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8. Click on the “Single sign-on” link.  
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9. Click on the “SAML” link.  
  

  
  

10. Click on the “edit” button.  
  

  
    

11. Enter “https://plus.2sms.us/SAML2” into the identifier box.  
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12. Enter “https://plus.2sms.us/Login/AssertionConsumerService” into the reply URL 
box.  

  

  
  

13. Enter “https://plus.2sms.us/Login/AssertionConsumerService” into the Sign on 
URL box.  

  

  
  

14. Enter “https://plus.2sms.us/Login/AssertionConsumerService” into the relay 
state box.  

  
  

  
15. Enter “https://plus.2sms.us/Logout” into the logout URL box.  

  
  

  
    

16. Click on the “Save” button  
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17. Click on the “X” to close the screen.  
18.  

  
  

  
19. Click on the “Users and groups” link.  

  

  
  

20. Click on the “Add user” link.  
  

  
  

21. Click on the “Users and groups” link.  
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22. Add your users or groups to be given permission to this app.  
  

  
  

23. Click on the “Select” button.  
  

  
  
    

24. Click on the “Assign” button.  
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Setup single sign on (SSO) on the 2sms portal  
  

1. Login into your account.  
  

  
  

2. On the Dashboard, click on the “Settings” menu.  
  

  
  

3. On the settings screen, click on the “SSO Configuration” link.  
  

  
  



 

Page 13 of 23  
  

Document Number  IT-001  
Issue No./Date  1.1 Dec 09 2020 
Classification  SEC0  

  
  
  

4. On the single sign on screen, click on the “Enable” button.  
  

  
  

5. Click on the “Add” button.  
  

  
  

6. Type in the name of your identity provider.  
  

  
    

7. Type in the meta data URL for your identity provider.  
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8. Type in the sign-on URL for your identity provider.  
  

  
    
  

9. Type in the logout URL for your identity provider.  
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10. (Optional) Click on the “Add Certificate” button.  
  

  
    

11. (Optional) Either browse to the X.509 certificate file or copy X.509 into the text 
box  
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12. (Optional) Click on the done button.  
  

  
  

13. Click on the “Save” button.  
  

  
14. Click on the “Verify” button.  
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15. Add the text to your DNS server as a TXT record.  
  

  
  

16. Click on the “Verify” button.  
  

  
  
Once the domain has been verified, SSO will take effect on next login.  
    
  

.US 

.US 
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Setup SCIM between Azure and 2sms  
  

1. Login into your account.  
  

  
  

2. On the Dashboard, click on the “Settings” menu.  
  

  
  

3. On the settings screen, click on the “SSO Configuration” link.  
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4. Click on the “Enable SCIM” button.  
  

  
  

5. Copy the access token and the URL.  
  

  
  

6. Login to the Azure portal. 7. Browse to Azure active directory.  
    

8. Click on “Enterprise Applications” link.  
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9. Click on the “2sms Portal” application  
  

  
  
    

10. Click on the “Provisioning” link.  
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11. Select “Automatic” from drop down list.  
  

  
  

12. Enter the URL provided from the 2sms portal into the “Tenant URL” box.  
  

  
13. Enter the access token provided from the 2sms portal into the “Secret Token” 

box.  
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14. Click on the “Test Connection” button.  
  

  
  

15. Click on the “Save” button.  
  

  
16. Turn on “Provisioning”.  
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17. Click on the “Save” button.  
  

  
  
Notes  
  

1. By default, this will only sync the users and groups that have been assigned to 
the application. To change this, on the provisioning page change the scope 
to “Sync all users and groups”.  

2. The 2sms portal will only create active users that match the domain setup on 
the identity provider.  

3. If a user has its own dedicated account on the 2sms system, when they log in it 
will use this account instead of the account with SSO setup on.  


