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Overview

2sms allows enterprise customers to access 2sms systems systems using their
organizations own security credentials. This document explains how to do the one time
set-up in order to configure your organization’s access to the 2sms online portal.

Scope

The purpose of this document is fo explain how to setup single sign on and SCIM
synchronization.
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Setup 2sms portal on Azure Active Directory

1.

Login to the Azure portal.
2. Browse to Azure active directory.
3. Click on “Enterprise Applications” link.

L §
4

Overview

Getting started

Manage

Users
Groups
Organizational relationships

Roles and administrators

Enterprise applications -

Devices

App registrations

App registrations (Legacy)
Identity Governance
Application proxy
Licenses

Azure AD Connect
Custom domain names
Mobility (MDM and MAM)
Password reset

Company branding

User settings

Properties

Notifications settings

4. Click on the “"New application” button.
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Enterprise applications - All applications

2sms LLC - Azure Active O Y .

=§= New application == Columns

5. Click on the “Non-gallery application” button.

Add an application

Add your own app

Ve

i Configure Azure AD Integrate any other
Register an app you're : Application Proxy to application that you
working on to integrate  :  epable secure remote don't find in the gallery
it with Azure AD access

6. Enter "2sms Portal” into the name text box.

Add your own application [ X

Name @ .'
2sms Portal

Once you decide on a name for your new
application, click the "Add" button below and
we'll walk you through some simple
configuration steps to get the application
working.

Supports: @

SAML-based single sign-on

Automatic User Provisioning with SCIM

Password-based single sign-on

7. Click on the "Add"” button.

23 m\\(‘: om Document Number | T-001

Page 5 of 23 Issue No./Date 1.1 Dec 09 2020
Classification SECO




8. Click on the "Single sign-on” link.

25

M

Add your own application [ X

Name @

2sms Portal 1

Once you decide on a name for your new
application, click the "Add" button below and
we'll walk you through some simple
configuration steps to get the application
working.

-
51

SAML-based single sign-on

Ipports: @

Automatic User Provisioning with SCIM

Password-based single sign-on
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@ Overview

W Getting started

Deployment Plan

Manage
Properties
Owners
Users and groups
Single sign-on -«
Provisioning
Application proxy

Self-service

9. Click on the "SAML" link.

4

® Disabled {3 SAML Password-based Linked
User must manually enter their Rich and secure authentication to Password storage and replay using a Link to an application in the Azure

username and password. applications using the SAML (Security web browser extension or mobile Active Directory Access Panel and/or
Assertion Markup Language) protocol. app. Office 365 application launcher.

10. Click on the “edit” button.

Set up Single Sign-On with SAML

Read the at for help integrating 2sms Portal.

Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)
Sign on URL

Relay State

Logout Url

11. Enter “https://plus.2sms.us/SAML2" into the identifier box.
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Identifier (Entity ID) * @
The default identifier will be the audience of the SAML response for IDP-initiated SSO

Default

I https://plus.2sms.us/SAML2| v | ® 0]

| |

12. Enter "https://plus.2sms.us/Login/AssertionConsumerService” into the reply URL
box.

Reply URL (Assertion Consumer Service URL) * ©
The default reply URL will be the destination in the SAML response for IDP-initiated SSO

Default

| https://plus.2sms.us/Login/AssertionConsumerService v | ® 0

\ |

13. Enter "https://plus.2sms.us/Login/AssertionConsumerService” into the Sign on
URL box.

Signon URL ©®

l https://plus.2sms.us/Login/AssertionConsumerService v I

14. Enter "https://plus.2sms.us/Login/AssertionConsumerService” into the relay
state box.

Relay State ©

I https://plus.2sms.us/Login/AssertionConsumerService|

15. Enter "https://plus.2sms.us/Logout” into the logout URL box.

Logout Url ©

https://plus.2sms.us/Logout v

16. Click on the “Save" button

Basic SAML Configuration

Save
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17. Click on the “X" to close the screen.
18.

Basic SAML Configuration

19. Click on the "Users and groups” link.

@ Overview
# Getting started

Deployment Plan

Manage

Hll Properties
Owners
Users and groups
Single sign-on
Provisioning
Application proxy

Self-service

Users and groups

None Selected
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22. Add your users or groups to be given permission to this app.

Users and groups

Select member or invite an e

Support@2sms.com| tifp— ‘

su Support
Support@2sms.com

23. Click on the “Select” button.

Selected members:

SuU ?upport g
Support@2sms.com

24. Click on the "Assign” button.
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Add Assignment
2sms LLC

U

SErs and groups

1 user selected.
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Setup single sign on ($SO) on the 2sms portal

1.

&3
=
0
a
]
‘A
=

Login info your account.

@ Dashboard

Send SMS+ 09/07/2019 11:19:45
Welcome back Trevor Wilcockson

Send SMS )
Address Book Sub Accounts Anytime Balance Off-Peak Balance
1 2 6 16 0

Address Book

Total Usage Snapshot

Groups
Reporting
GDPR

Settings

2. On the Dashboard, click on the “Settings” menu.

@ Dashboard

Send SMS+ 09/07/2019 11:19:45
Welcome back Trevor Wilcockson

Send SMS )
Address Book Anytime Balance Off-Peak Balance
1 2 6 16 0

&
&2
B

a
Faat
A
=

Address Book

Total Usage Snapshot

Groups
Reporting
GDPR

Settings <=

3. On the settings screen, click on the “SSO Configuration” link.

ﬁ Dashboard

BB send sms+ Settings

EZ sendsws @

ﬂ Address Book

n Groups @

m Reporting

Settings

2S

MS.Com

Accounts
Manage account and sub account settings.

API Clients
Manage your API access clients

Client Certificates
Manage client certificates.

Fixed Messages
Manage your Fixed Messages.

S$SO0 Configuration
Manage your Identity Providers for Single Sign On (SSO).

Task Automation
Manage and automate API calls on your account.
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4. On the single sign on screen, click on the “Enable” button.

Single Sign On

Single Sign On (SSO) is not enabled on this account.

Click the 'Enable’ button to enable this feature

== XN

5. Click on the "Add" button.

Identity Providers

6. Type in the name of your identity provider.

Add an Identity Provider

Your Domain:

2sms.com
Display Name: AzureAD| @ ‘
| AzureAD i
Identity Provider Meta Data
URL:
Sign-On URL:
Logout URL:
Certificate Add Certificate

Cancel Save

7. Type in the meta data URL for your identity provider.

DG
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Add an ldentity Provider

Your Domain: 2sms.com

Display Name: AzureAD @

:?:: R Q https://sts.windows.net/f

Sign-On URL:

Logout URL:

Certificate Add Certificate

Cancel Save

8. Type in the sign-on URL for your identity provider.

Add an Identity Provider

Your Domain: Gt

Display Name: AzureAD EI

Identity Provider Meta Data hitps://sts windows net/

URL:

Sign-On URL: Q in.microsoftonline_.com/* /sami2| ‘
Logout URL:

Certificate Add Certificate

Cancel Save

9. Type in the logout URL for your identity provider.
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Add an Identity Provider

Your Domain:
Display Name:

Identity Provider Meta Data
URL:

Sign-On URL:

2sms.com

AzureAD

https://sts.windows.net/

in.microsoftonline.com/

'samli2

Logout URL:

$‘ ittps://login.microsoftonline.com/common/wsfederation?wa=wsignout1.0| ‘

Certificate

Cancel Save

10. (Optional) Click on the “Add Certificate” button.

Add an Identity Provider

Your Domain:
Display Name:

Identity Provider Meta Data
URL:

Sign-On URL:

2sms.com

AzureAD

https://sts.windows._net/

in.microsoftonline.com/*

‘samli2

Logout URL:

‘ mps://login,microsoﬂonIine,com/common/wsfederation?wa=wsignout1,0| ‘

Certificate

> EIEE

Cancel Save

11. (Optional) Either browse to the X.509 certificate file or copy X.509 into the text

box

2SMS.E0Mm
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Certificate

Paste Certificate string into the Box or Choose a file

Cut and Paste the Certificate string here

=>

E> Browse... | No file selected. m m

12. (Optional) Click on the done button.

Certificate

Paste Certificate string into the Box or Choose a file

Cut and Paste the Certificate string here

[ Browse... | No file selected. m &

13. Click on the “Save” button.

Add an Identity Provider

Your Domain: 2sms.com

Display Name: AzureAD @

Identity Provider Meta Data

URL: https://sts.windows.net/

Slgn-CuiEIRL: in.microsoftonline.com/ 'sami2

sagaE ‘ ittps-//login.microsoftonline.com/common/wsfederation?wa=wsignout1 0| ’

e 0

Cancel Save

14. Click on the "Verify" button.
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Identity Providers

Edit AzureAD

Enable SCIM

31/12/9999 23:59:59

15. Add the text to your DNS server as a TXT record.

SSO Domain Verification for 2sms .us

Random Generated TXT String:

Step 1: Log into your DNS server

2smsverify=Dbzvm99320KpSONBGXIeMA

Step 2: Add a TXT record on your domain with the value generated in Step 1
Step 3: Verify your domain with the Verify button.

16. Click on the "Verify" button.

SSO Domain Verification for 2sms .Us

Random Generated TXT String:

Step 1: Log into your DNS server

2smsverify=Dbzvm99320KpSONBGXIeMA

Step 2: Add a TXT record on your domain with the value generated in Step 1
Step 3: Verify your domain with the Verify button.

.3
2SMS.E0Mm
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Setup SCIM between Azure and 2sms

1.

&3
=
0
a
]
‘A
=

Login info your account.

@ Dashboard

Send SMS+ 09/07/2019 11:19:45
Welcome back Trevor Wilcockson

Send SMS )
Address Book Sub Accounts Anytime Balance Off-Peak Balance
1 2 6 16 0

Address Book

Total Usage Snapshot

Groups
Reporting
GDPR

Settings

2. On the Dashboard, click on the “Settings” menu.

@ Dashboard

Send SMS+ 09/07/2019 11:19:45
Welcome back Trevor Wilcockson

Send SMS )
Address Book Anytime Balance Off-Peak Balance
1 2 6 16 0

&
&2
B

a
Faat
A
=

Address Book

Total Usage Snapshot

Groups
Reporting
GDPR

Settings <=

3. On the settings screen, click on the “SSO Configuration” link.

ﬁ Dashboard

BB send sms+ Settings

EZ sendsws @

ﬂ Address Book

n Groups @

m Reporting

Settings

2S

MS.Com

Accounts
Manage account and sub account settings.

API Clients
Manage your API access clients

Client Certificates
Manage client certificates.

Fixed Messages
Manage your Fixed Messages.

S$SO0 Configuration
Manage your Identity Providers for Single Sign On (SSO).

Task Automation
Manage and automate API calls on your account.
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4. Click on the "Enable SCIM" button.

Identity Providers

Edit AzureAD 31/12/9999 23:59:59 Verified

5. Copy the access token and the URL.

SCIM successfully enabled

SCIM Details

Below is the information needed to be inputted into the SCIM Provider:

Access Token:

URL: https://identity.2sms.com/scim

6. Login to the Azure portal. 7. Browse to Azure active directory.

8. Click on “Enterprise Applications” link.

DYS
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@ Overview

# Getting started

Manage
Users
Groups
Organizational relationships

Roles and administrators

Enterprise applications «

Devices

App registrations

App registrations (Legacy)
Identity Governance
Application proxy
Licenses

Azure AD Connect
Custom domain names
Mobility (MDM and MAM)
Password reset

Company branding

User settings

Properties

Notifications settings

HOMEPAGE URL OBJECTID APPLICATION ID

ff664704-153€-47a5-8f06-526822999248 085b1d21-aaft-42cd-8d60-a1bf62559824

10. Click on the "Provisioning” link.
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® Overview

# Getting started

Deployment Plan

Manage

lll Properties
Owners
Users and groups
Single sign-on
Provisioning  -sp—
Application proxy

Self-service

11. Select "Automatic” from drop down list.

Manual

Use the tools and a¢ 5
> Automatic -y
records stored in 25w creemn

12. Enter the URL provided from the 2sms portal info the “Tenant URL" box.

Provisioning Mode | Automatic
Use Azure AD to manage the creation and synchronization of user accounts in 2sms Portal based on user and group
assignment.

~ Admin Credentials

Admin Credentials

Azure AD needs the following information to connect to 2sms Portal's APl and synchronize user data.

Notification Email @

Send an email notification when a failure occurs

13. Enter the access token provided from the 2sms portal into the “Secret Token”
box.
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Automatic

Use Azure AD to manage the creation and synchronization of user accounts in 2sms Portal based on user and group

assignment.

A Admin Credentials

Admin Credentials

Azure AD needs the following information to connect to 2sms Portal's APl and synchronize user data.

Tenant URL @ https://identity.2sms.com/scim

1

ret Token @

Notification Email @

d an email notification when a failure occurs

14. Click on the "Test Connection” button.

Provisioning e | Automatic

Use Azure AD to manage the creation and synchronization of user accounts in 2sms Portal based on user and group
assignment.

A Admin Credentials

Admin Credentials

Azure AD needs the following information to connect to 2sms Portal's APl and synchronize user data.

Tenant URL @ https://identity.2sms.com/scim

ation Email @

Send an email notification when a failure occurs

15. Click on the “Save” button.

® Overview

16. Turn on "“Provisioning”.
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Settings

Start and stop provisioning to 2sms Portal, and view provisioning status.

3§

Provisioning Status @ m Off

17. Click on the “Save” button.

2sms Portal - Provisioning

Enterprise Application

PF

® Overview

Notes

1. By default, this will only sync the users and groups that have been assigned fo
the application. To change this, on the provisioning page change the scope
to “Sync all users and groups”.

2. The 2sms portal will only create active users that match the domain setup on
the identity provider.

3. If auser has its own dedicated account on the 2sms system, when they log in it
will use this account instead of the account with SSO setup on.
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